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Abstract

As generative large models rapidly evolve and their application scenarios continue to expand, the associated risks and

security threats posed by generated content have become increasingly prominent. Comprehensive and rigorous security

risk testing and evaluation prior to model deployment are therefore essential. However, current evaluation approaches

suffer from issues such as rigid test case design, limited assessment dimensions, and high rates of false negatives and

false positives. To this end, we propose Digital Intelligence Wind Tunnel—an endogenous security evaluation

framework tailored for generative large models. Architecturally, the framework adopts a structured, feedback-driven

design and consists of five modules: evaluation foundation support, evaluation object specification, evaluation case

augmentation, evaluation environment configuration, and evaluation result adjudication. Specifically, we first employ

retrieval-augmented generation to intelligently facilitate test case optimization, enabling the efficient generation of
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diverse and effective evaluation data. Second, we analyze the intertwined nature of content and system

security risks inherent in large models, and construct a hierarchical and categorized intrinsic security

evaluation taxonomy comprising 3 levels and 43 items. Finally, a multi-model ensemble adjudication

mechanism is introduced to synthesize evaluation outcomes, mitigating the bias and inaccuracies

associated with single-model judgments. Experimental results show that, compared with existing

evaluation frameworks, Digital Intelligence Wind Tunnel significantly enhances evaluation efficiency,

coverage, and accuracy.
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